Board Members Present:

BOARD OF HOMELAND SECURITY

WEDNESDAY, OCTOBER 6, 2021
1:30 T0 3:00 PM
GEMA/HS HEADQUARTERS
TRAINING ROOM

BoARD MEETING MINUTES

Board Members Absent:

James Stallings, Vice Chairperson Chris Carr

Col. Chris Wright, Secretary
Vic Reynolds (WebEXx)
Richard Woods (WebEXx)
Gary Black (WebEXx)

Kyle Sapp

Bill Cowsert

Alan Powell (WebEXx)
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Tina Piper

Lt. Col. Nate Stone

Col. Thomas Barnard
Scott Minarcine (WebEX)
Emily Fish

Katina Hopper (WebEX)

MG Thomas Carden
Mark Williams
Kathleen Toomey
Russell McMurry
Shawnzia Thomas

The Board of Homeland Security held the board meeting on October 6, 2021 at the Georgia
Emergency Management and Homeland Security Agency (GEMA/HS) Headquarters in Atlanta,
Georgia. A List of Attendees, the Agenda, the Board Presentations, and the Homeland Security
Strategic Plan are attached hereto and made official parts of these minutes as Attachments #1,

#2, #3, and #4. Vice Chairperson James Stallings called the meeting to order at 1:35 PM.

All board members are present except Attorney General Chris Carr with the Georgia Department

of Law, Adjutant General Thomas Carden with the Georgia Department of Defense,
Commissioner Mark Williams with the Georgia Department of Natural Resources,
Commissioner Kathleen Toomey with the Georgia Department of Public Health, and
Commissioner Russell McMurry with the Georgia Department of Transportation.

Vice Chairperson James Stallings welcomed everyone to the GEMA/HS Headquarters in

Atlanta, Georgia.

Roll Call
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Approval of the Minutes:

Vice Chairperson James Stallings presented the minutes of the June 2, 2021 meeting for
discussion and approval. Colonel Chris Wright made a motion to approve the minutes. Sheriff
Kyle Sapp seconded the motion. The motion passed unanimously.

Vice Chairperson James Stallings presented the minutes of the August 4, 2021 meeting for
discussion and approval. Sheriff Kyle Sapp made a motion to approve the minutes. Colonel Chris
Wright seconded the motion. The motion passed unanimously.

New Business:
Vice Chairperson James Stallings opened the floor for discussion on any new business.

a) Jack Voltaic Tabletop Exercise Overview

Katina Hopper with GTA provided an overview of the Jack Voltaic Tabletop Exercise occurring
on Tuesday, October 26, 2021, at GEMA/HS Headquarters. The exercise will simulate a realistic
scenario that would test the resilience of core business functions in critical infrastructure and
cybersecurity preparedness capabilities. The goals are to rehearse relevant Incident Response
Plans, build trusted relationships across organizations, test communications flow, and verify
capabilities to recover data.

b) Georgia Incident Management Team Brief

Retired Chief Eddie Buckholts from the Forest Park Fire Department briefed the Board on the
Georgia Incident Management Teams. He explained who comprises the teams, what they do,
when it is needed, and how they function.

¢) Homeland Security Strategic Plan

Warren Shepard with GEMA/HS presented the final draft of the Homeland Security Strategic
Plan for 2022 to 2027 to the Board. O.C.G.A. § 38-3-42 Chapter 3 Emergency Management
Article 2A mandates the board shall develop a state-wide homeland security strategy that
improves the state’s ability to protect against, respond to, and recover from domestic terrorism
and other homeland security threats and hazards. And mitigate loss of life and property by
lessening the impact of future homeland security threats and hazards.

Vice Chairperson James Stallings called for a motion to approve of the Homeland Security
Strategic Plan. A motion was made by Sheriff Kyle Sapp and seconded by Colonel Chris Wright.
The motion passed unanimously.

Adjournment:
There being no further business to be brought before the Board, Vice Chairperson James
Stallings adjourned the meeting at 2:25 PM.
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Official Attachments:
1. List of Attendees
2. Agenda
3. Board Presentations
4. Homeland Security Strategic Plan
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BOARD OF HOMELAND SECURITY

WEDNESDAY, OCTOBER 6, 2021
1:30 T0 3:00 PM
GEMA/HS HEADQUARTERS
TRAINING ROOM

BOARD MEETING ATTENDEES

Board Members: Others Attending:

James Stallings, Vice Chairperson Chris Allen

Col. Chris Wright, Secretary Jonathan Baugh

Vic Reynolds (WebEx) Anna Braue

Richard Woods Eddie Buckholts

Gary Black (WebEx) Ashley Larrow

Shawnzia Thomas (WebEX) Ashley Seay

Kyle Sapp Warren Shepard

Bill Cowsert Mike Smith

Alan Powell Katina Hopper (WebEXx)
Jonathan Parker

Representatives: Zach Williams

Tina Piper Jordan Watson (WebEXx)

Lt. Col. Nate Stone
Col. Thomas Barnard
Scott Minarcine
Emily Fish
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Board of Homeland Security Meeting

AGENDA

October 6, 2021

1:30 - 3:00 P.M.
GEMA/HS Headquarters

Training Room

Atlanta, GA
Agenda Topic Speaker
Call to Order James C. Stallings, Vice Chairperson
GEMA/HS
Roll Call Warren Shepard, GEMA/HS
Approval of Minutes from June 2, 2021
Approval of Minutes from August 4, 2021
New Business
a) Jack Voltaic Tabletop Exercise Overview David Allen, GTA
b) Georgia Incident Management Team Brief Chief Eddie Buckholts, Ret.
Forest Park Fire Deptartment
c) Homeland Security Strategic Plan Warren Shepard, GEMA/HS

Adjournment
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* Approval of Minutes from June 2, 2021
* Approval of Minutes from August 4, 2021
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Georgia Jack Voltaic Exercise

A Virtual Distributed Tabletop Exercise being conducted in coordination with
Norwich University Applied Research Institutes (NUARI) to exercise resilience of
critical infrastructure and cybersecurity preparedness capabilities

Sponsors: GCC, GTA, The ARMY and DoD
Date: October 26, 2021 (10AM — 4PM)
Location: GEMA/HS headquarters
Alternate Location: (GTA (47 Trinity) if GEMA SOC unavailable)

Potential Exercise Players:

o State: GEMA, DOT, DNR, Public Safety, Attorney General
o Federal: DOD, DHS I&A

o Local: Cobb County Marietta Water Authority, MARTA

o Private: Atlanta Airport, GA Power, APD other law enforcement as
applicable




Georgia Jack Voltaic Exercise

Expectations
- The exercise will simulate a realistic scenario that would test
the resilience of core business functions in critical

infrastructure and cybersecurity preparedness capabilities

- Promote a proactive, collaborative and adaptive approach to
detect, identify, protect, respond and recover from an attack.

- Identify cyber resources, processes and partnerships

- Communication by Policy and decision makers and responders

Georgia Jack Voltaic Exercise

Goals
- Rehearse relevant IRPs
- Identify gaps in process and planning assumptions
- Test and improve State of GA emergency response plan to
an incident/disaster caused by a cyber attack

- Build trusted relationships across organizations/sectors
- local, state, federal and private partnerships

- Test communications flow across entities
- Train senior leaders and policy-makers

- Verify capabilities to recover data, connections,
transportation and utility services
- Address relevant threats/hazards
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All Hazards Incident
Management Team
(AHIMT)

Eddie Buckholts
Retired Fire Chief
October 6, 2021

» Georgia Incident Management Teams (AHIMT) involve the organization and

Georgia Incident Management Teams

management of a community’s most serious, complex and costly incidents. These
incidents must be managed in a safe and economical manner taking into consideration
incident objectives, resource values, social, environmental, and political issues. The
Type Ill Georgia Incident Management Teams are considered "all hazard" disciplines, as
they may be needed for a variety of emergencies or disasters including earthquakes,
hurricanes, storms and tornadoes, floods, dam failures, technological accidents,
terrorist activities, mass casualty incidents and hazardous materials releases. The
events may be slow in developing, as in the case of hurricanes, or sudden, as in the
case of earthquakes.

The Georgia State Legislature addressed the issues of HSPD-5 regarding incident
management in the 2004 legislative session with SB 245 which was subsequently
passed by both bodies of the Legislature and signed into law by the Governor. This
provision of the law tasked the Georgia Emergency Management and Homeland
Security Agency (GEMA/HS) to “...establish and maintain a standardized, verifiable,
performance- based unified incident command system; to provide for the
implementation of such command system; to provide penalties for local agencies that
do not establish such command system (0.C.G.A 38- 3.22).
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Who comprises the AHIMT?

» All Hazards/All Discipline
» State, Local, Federal members

» FEMA Qualifications

10

What does the AHIMT do?

» Assist local EMA/Public Safety entities during large-scale Incident/Events
which overwhelm local resources and assist in the systematic completion of
response goals and objectives as defined by the local AHJ.

» Often requested when local resources are completed used.
» Integrate between Local and SOC.

» Create Common Operating Platform between Local, State, and Federal
entities.
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When is AHIMT needed?

» Events: » Tornadoes:

» G8 2004 » Coweta/Newnan
» SB53 » Ringgold

» FRI (IAFC) 2007, 2011, 2015, and 2019 » Talbot Co.
» Incidents: » Dougherty Co.

» Katrina/Rita » COVID 19

» Michael, Matthew, Irma
» Emerson Search
» Wildfires 2007 and 2011

11
Where can AHIMT function?
» Local/County
» State- Inter/Intra
» Federal (EMAC)
12
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How does AHIMT function?

» All disciplines needed
» Application process

» Training commitment

14

Questions
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www.gema.georgia.gov

Questions?

(404) 635-7200

@GeorgiaEMAHS

15
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Approval and Implementation

Transmitted herewith i, the Homeland Security 2022 — 2027 Strategic Plan as approved
and adopted this é day of QM, 2021 by the Board of Homeland Security.
This plan supersedes any/all previous Homeland Security Strategic Plan documents
promulgated by the State of Georgia for this purpose.

e £ o fofomss

“ Secretary { ez
Georgia Board of Homeland urity Date




Executive Summary

Terrorist organizations remain committed to death, destruction, and the disruption within
our borders. These groups are targeting our families, our businesses, and our way of life.
Protecting the State of Georgia from this campaign of terror requires teamwork. Only
through collaborative efforts can we reduce our vulnerabilities and defend against future
attacks. Through strategic planning, training, and exercising, our collective preparedness
is enhanced. Should a domestic, transnational, or international terrorism organization
launch an attack in Georgia, our response and recovery must be seamless.

Our statewide homeland security strategic goals are to:

e Strengthen intelligence and information sharing system for the detection and
prevention of threats to public safety and welfare.

¢ Increase use of technology to create a more resilient state.

e Reduce risk to statewide infrastructure by adopting a coordinated approach
between cities, counties, and state government.

e Reduce the vulnerability of critical infrastructure or key resources to cyber related
incidents or attacks through a systematic approach to cyber security protection
programs.

e Enhance the response to a disaster, attack, or event through the development of
multiagency response teams using the finite resources of the government.

e Promote citizen preparedness through effective preparedness planning, volunteer
opportunities, and awareness programs.

e Strengthen infrastructure, structural, human, and economic recovery capabilities.

Our strategic goals and objectives are based on a foundation of shared values of freedom;
community health and safety; economic prosperity and quality of life; security of people,
infrastructure, and the environment; continuous improvement; financial stewardship and
accountability; and an all-citizen and all-state focus in every aspect of executing out plan.

The State of Georgia Board of Homeland Security is pleased to present the Homeland
Security 2022 — 2027 Strategic Plan. The Strategic Plan provides a framework for
Georgia’s continuing progress toward developing and maintaining the capabilities to
prevent, protect, respond, and recover from threatened or actual domestic terrorist
attacks, major disasters, and other emergencies through well-prepared citizens,
responders, and community leaders who are coordinated across disciplines and
jurisdictional boundaries.
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1.0 Introduction

1.1 Purpose
The Georgia Emergency Management and Homeland Security Agency coordinates the

development and implementation of the 2022 — 2027 Strategic Plan including planning,
development, and coordination of statewide policies developed in support of public and
private organizations responsible for preventing terrorism, raising awareness, reducing
vulnerabilities, responding to, and recovering from terrorist acts.

The Board of Homeland Security 2022 — 2027 Strategic Plan is a living document
requiring an annual critical review to remain relevant to a changing environment. The Plan
serves as a tool for state, county, and local organizations to use when spending federal
grant funds, by assisting these agencies in prioritizing the cost effective use of Georgia’s
capabilities, ensuring that the state is optimally using its resources. Everyone in Georgia
has a role to play in homeland security — from individual citizens to our federal partners.

National guidelines were used during the development of the 2022 — 2027 Strategic Plan.
This guidance was developed as a direct result of presidential directives, aimed at
creating a secure nation integrated at all levels in its preparedness. Homeland Security
Presidential Directive Eight (HSPD-8) outlines a comprehensive process to prepare
states in the event of a significant hazard that would require the ability to mobilize all
resources across the country, not just independent providers at the federal, state, and
local levels.

In creating the 2022 — 2027 Strategic Plan, the Board of Homeland Security recognized
the importance of instituting an inclusive planning process to ensure comprehensive input
was received from across the state. Georgia Emergency Management and Homeland
Security Agency made recommendations for revisions and implementing the objectives
and steps, in support of the continued development of sustainable, risk-based, and all-
hazard preparedness capabilities for the state.

The 2022 — 2027 Strategic Plan was developed to protect all Georgians. Our citizens are
key to ensuring the security of the state. Citizens are encouraged to educate themselves
about personal preparedness and volunteer their services to help government agencies
and non-governmental organizations achieve the homeland security goals and objectives
that will make Georgia a more secure and resilient state.



1.2 Authority
The Homeland Security 2022 — 2027 Strategic Plan is based on the authority of the State

Government of Georgia, specifically that portion of the Official Code of Georgia, Title 38,
Chapter 3, Articles 1 through 3 and is compliant with the National Incident Management
System and supports the National Response Framework.



1.3 Mission Areas
Georgia continues to improve its preparedness by updating plans, filling identified gaps,

and ensuring that all stakeholders are properly trained and exercised in the four primary
preparedness mission areas:

» Prevention — Actions to avoid an incident or to intervene or stop an incident from
occurring.

> Protection — Actions to reduce the vulnerability of critical infrastructure or key
resources in order to deter, mitigate, or neutralize terrorist attacks, major disasters,
and other emergencies.

» Response — Activities that address the short-term, direct effects of an incident.

> Recovery — Activities that include the development, coordination, and execution of
human, economic, and infrastructure restoration plans.

This 2022 — 2027 Strategic Plan encompasses these mission areas through six goals,
divided among the four missions. These goals provide the basic framework to develop
and sustain homeland security capabilities in Georgia.

Prevention:
Goal 1: Strengthen intelligence and information sharing system for the detection and
prevention of threats to public safety and welfare.

Goal 2: Increase the use of technology to create a more resilient state.

Protection:
Goal 1: Reduce risk to statewide infrastructure by adopting a coordinated approach
between cities, counties, and state government.

Response
Goal 1: Enhance the response to a disaster, attack, or event through the development of
multiagency response teams using the finite resources of the government.

Goal 2: Promote citizen preparedness through effective preparedness planning, volunteer
opportunities, and awareness programs.

Recovery
Goal 1: Strengthen infrastructure, structural, human, and economic recovery capabilities.



1.4 General Definitions and Acronyms
Catastrophic Disaster - Any natural or manmade incident, including terrorism, which

results in extraordinary levels of mass casualties, damage, or disruption that severely
affects the population, infrastructure, environment, economy, national morale, and/or
government functions. A catastrophic incident could result in sustained national impacts
over a prolonged period of time; almost immediately exceeds resources normally
available to local, state, tribal, territorial, insular area, and private sector authorities in the
impacted area; and significantly interrupts governmental operations and emergency
services to such an extent that national security could be threatened.

Community Recovery — A process that begins within the first month following disaster
that focuses on community and economic redevelopment. The process includes
widespread community involvement in identifying and completing projects intended to
rebuild communities and make them stronger than they were prior to disaster.

Critical Infrastructure - Those systems and facilities in both the public and private sector
that are essential to the Nation's security, public health and safety, economic vitality, and
way of life. The Nation's infrastructure is composed of 16 primary sectors such as water,
transportation, communications, dams, energy and emergency services to name a few.
Although infrastructure systems are defined and may operate independently; there are
many interdependencies between the 16 sectors and their associated systems and
facilities that need to be considered in making a community, state or region whole
following a major disaster.

Consequence - The effect of an event, incident, or occurrence.

Key Resources - Publicly and privately controlled resources essential to minimal
operation of the economy and the government

Intermediate Recovery - Phase of recovery which involves returning individuals,
families, critical infrastructure and essential government or commercial services to a
functional, if not pre-disaster, state. Such activities are often characterized by temporary
actions that provide a bridge to permanent measures.

Long-term Recovery - Phase of recovery that may continue for months or years and
addresses complete redevelopment and revitalization of the impacted area, rebuilding or
relocating damaged or destroyed social, economic, natural and built environments and a
move to self-sufficiency, sustainability and resilience.

Major Disaster - As defined by the Stafford Act, any natural catastrophe (including any
hurricane, tornado, storm, high water, wind-driven water, tidal wave, tsunami, earthquake,
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volcanic eruption, landslide, mudslide, snowstorm, or drought) or, regardless of cause,
any fire, flood, or explosion, in any part of the United States, which in the determination
of the President causes damage of sufficient severity and magnitude to warrant major
disaster assistance under this act to supplement the efforts and available resources of
local, state governments and disaster relief organizations in alleviating the damage, loss,
hardship, or suffering caused thereby.

Mitigation - Capabilities necessary to reduce loss of life and property by lessening the
impact of disasters. Mitigation capabilities include, but are not limited to, community-wide
risk reduction projects; efforts to improve the resilience of critical infrastructure and key
resource lifelines; risk reduction for specific vulnerabilities from natural hazards or acts of
terrorism; and initiatives to reduce future risks after a disaster has occurred.

Natural Resources - Land, fish, wildlife, biota and water. Water means salt and fresh
water, surface and ground water used for drinking, irrigation, aquaculture and recreational
purposes, as well as in its capacity as fish and wildlife habitat.

Nonprofit- An incorporated organization which exists for educational or charitable
reasons, and from which its shareholders or trustees do not benefit financially. Any money
earned must be retained by the organization, and used for its own expenses, operations,
and programs. Many nonprofit organizations also seek tax exempt status, and may also
be exempt from local taxes including sales taxes or property taxes. Also called not-for-
profit organization.

Nongovernmental Organization - A nongovernmental entity that serves the interests of
its members, individuals, or institutions and is not for private benefit. Nongovernmental
organizations may include faith-based and community-based organizations.

Reconstruction — The long-term process of rebuilding a community’s destroyed or
damaged housing stock, commercial and industrial buildings, public facilities, and other
structures.

Recovery — Those capabilities necessary to assist communities affected by an incident
to recover effectively, including, but not limited to, rebuilding infrastructure systems;
providing adequate interim and long-term housing for survivors; restoring health, social,
and community services; promoting economic development; and restoring natural and
cultural resources.

Redevelopment — Usually used to refer to rebuilding the community’s economic activity
after a disaster. It is different from economic recovery in that it goes beyond the process



of merely restoring disrupted economic activity to the creation of new economic
opportunities and enterprises in the aftermath of the recovery period, particularly including
those that arise as by-products or direct outcomes of the disaster itself.

Resilience - Ability to adapt to changing conditions and withstand and rapidly recover
from disruption due to emergencies.

Risk - The potential for an unwanted outcome resulting from an incident, event, or
occurrence, as determined by its likelihood [a function of threats and vulnerabilities] and
the associated consequences

Risk Management - The process of identifying, analyzing, and communicating risks and
accepting, avoiding, transferring, or controlling it to an acceptable level at an acceptable
cost.

Response - Those capabilities necessary to save lives, protect property and the
environment, and meet basic human needs after an incident has occurred.

Sustainability - Meeting the needs of the present without compromising the ability of
future generations to meet their own needs.

Threat - The natural or manmade occurrence, individual, entity, or action that has or
indicates the potential to harm life, information, operations, the environment, and/or
property.

Vulnerability - The physical feature or operational attribute that renders an entity open
to exploitation or susceptible to a given hazard

Whole Community - A focus on enabling the participation in national preparedness
activities of a wider range of players from the private and nonprofit sectors, including
nongovernmental organizations and the general public, in conjunction with the
participation of Federal, state, and local governmental partners in order to foster better
coordination and working relationships. Used interchangeably with “all-of-Nation.”



ACRONYMS

CIKR - Critical Infrastructure and Key Resources

CR — Community Recovery

EOP — Emergency Operations Plan

ESF — Emergency Support Function

GEMA/HS - Georgia Emergency Management and Homeland Security Agency
GEOP - Georgia Emergency Operations Plan

NDRF - National Disaster Recovery Framework

NRF - National Response Framework

PCII -- Protected Critical Infrastructure Information

SOC - State Operations Center



2.0 Prevention Goals and Objectives

2.1 Prevention Goal 1: Strengthen intelligence and information sharing
system for the detection of threats impacting the state of Georgia.
Georgia’s intelligence system is comprised of the interconnected personnel, policies,
processes, technologies, equipment, facilities, training, and capabilities implemented to
sustain the intelligence cycle within the State. The intelligence cycle is the systematic
process through which raw information is transformed into meaningful and useful data
that can aid in the detection, prevention, and mitigation of threats to public safety. The

intelligence cycle includes the following phases:

1. Evaluation: The evaluation, or feedback, phase of the intelligence cycle is both
the first and last step of an ongoing process. Evaluation involves defining those
questions, or intelligence requirements, to which intelligence is expected to
contribute, prioritizing those requirements, and assessing the efficacy of the
personnel, policies, processes, technologies, equipment, facilities, and training
used to meet them.

2. Collection: Once requirements, priorities, and needs have been established,
intelligence is collected. The collection phase involves detection of information,
recognition of the information as useful and relevant, initial documentation, and
submission of the information for actualization.

3. Analysis: Collection produces information which must undergo further processing
and exploitation before it can be regarded as intelligence and typically involves
developing derivative data from limited initial information. More particularly,
analysis involves determining the probable credibility, reliability, relevance,
timeliness, and impact of information using all available resources to fully identify
and vet the persons, places, facts, and circumstances associated with the raw
data.

4. Dissemination: Dissemination refers to the actualization of intelligence; the
process of moving intelligence from producers to consumers or stakeholders.

Intelligence is defined as data that has been evaluated and determined to be relevant to
the identification of individuals who, or organizations which, are reasonably suspected of
involvement in criminal activity, such as terrorism. Similarly, a Suspicious Activity Report
(SAR) is official documentation of observed behavior reasonably indicative of
preoperational planning related to terrorism or other criminal activity, such as school
violence. Since threats and acts of violence to and within the state of Georgia generally
constitute criminal or suspicious activity, timely and collaborative sharing of relevant
criminal intelligence information among affected stakeholders is vital to the detection and
prevention of threats to public safety throughout Georgia. Georgia’s intelligence systems
are highly technical and specialized entities that are governed by both state and federal
law and influenced by agency policy, as well as national standards, initiatives, and best
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practices recommended by several advisory organizations. These information and
intelligence analysis policies, practices, and procedures are layered within established
technological, interpersonal, and technical capabilities to ensure timely and accurate
information sharing while establishing safeguards to protect the constitutional rights and
civil liberties of all people. Therefore, strengthening a collaborative statewide system for
criminal intelligence and threat information by leveraging state law enforcement and
other government assets to enhance the intelligence cycle in support of local, county,
and federal threat-mitigation efforts is essential to the continuity and efficacy of the
State’s capability to detect and prevent threats impacting Georgia.

Objectives Prevention Goal 1:

1.

Develop and implement enhancements to a statewide Suspicious Activity Reporting
mobile application. (3-6 months)

Enhance existing programs to gather intelligence to identify, assess, and prioritize
threats to Georgia and our citizens. (3-6 months)

Coordinate with public safety, emergency management, educational, and private
sector entities throughout the state to increase awareness of the National Suspicious
Activity Reporting Initiative and the State’s suspicious activity reporting mobile
application through the implementation of updated training and public messaging. (6-
60 months)

Identify and assess the intelligence capabilities and needs of municipal and county
law enforcement agencies located throughout Georgia. (12-60 months)

Identify existing legal and physical barriers to, and limitations on, information sharing
and develop legislative recommendations to address any issues or concerns. (3-6
months)

Assess the technology, personnel, equipment, facilities, and funding needed to
enhance of the State’s capability to identify, collect, analyze, and disseminate
information relative to existing or emerging threats and develop an associated
budgetary and legislative sustainment plan. (6-18 months)

Address recruitment and retention of intelligence analysts employed by state, county,
and local law enforcement agencies by accrediting existing analyst certification
training program requirements via the Georgia Peace Officer Standards and Training
Council. (6-18 months)

Develop statewide intelligence collection standards, requirements, and policies. (18-
36 months)



9. Creation of a statewide intelligence center designed to meet the intelligence needs of
public safety, emergency management, educational, and private sector entities within
Georgia. (18-60 months)
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2.2 Prevention Goal 2: Increase use of technology and cyber-security
programs to create a more resilient state.
A cyber-resilience framework is a crucial component of modern-day governments.

Despite the growing security risks in a remote working world, many organizations are still
unprepared. In 2019, just 49% of enterprise leaders felt confident about their
organization’s ability to detect a cybersecurity threat; let alone contain it. Cybersecurity
is about reacting. Cyber Resilience is about anticipating. This framework highlights the
critical and continual actions required to achieve Cyber Resilience.

Developing cyber-resilience does not come down to having the perfect incident response
tools. More often than not, cybersecurity systems do not fail because of a technology
issue but fail because of actions by users of the systems.

Cyber-resilience is the measure of the ability to continue with working as normal while
attempting to prevent, detect, control and recover from threats against its data and IT
infrastructure. Without a strong cybersecurity framework, organizations are open to
attacks, where a bad actor could gain access to networks, infrastructure or personal
computer devices, and destroy or steal sensitive data.

What Is a Cyber Resilience Framework?
The standard cyber-resilience framework is made up of six key pillars:

1. Identify critical assets, systems
support all critical functions within a
busineSS context. ANTICIPATE PROTECT
services. In this step, the enterprise
installs first-line security programs
of any potential threat.

3. Detect strange events and T— o
suspected data breaches or data
leaks before major damage occurs. _
This step demands constant '

RESPOND

4. Respond to a detected security breach or failure. This function involves an end-to-

end incident response plan to ensure business runs as usual in the face of a

and data. The enterprise must e
understand the resources that
2. Protect critical infrastructure
Cyber Resilience
that will limit or contain the impact
security monitoring.
cyberattack.
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5.

6.

Recover to restore any affected infrastructure, capabilities or services that were
compromised during a cybersecurity incident. This step focuses on making a timely
return to normal efforts.

Anticipate to foresee threat actor’s actions in advance to be able to implement
protective means, placing pre-emptive threat intelligence gathering at the core of
cyber-security.

Objectives Prevention Goal 2:

1.

Cyber Response Readiness / Cyber-Incident Escalation Paths: Develop and
defined escalation paths based on incident impact. Escalate cyber-incidents to the
most appropriate management level, with inclusion of local, national, and international
agencies. (6-18 months)

Strategic Threat Intelligence / Peer Monitoring Capabilities: Anticipating future
threats—including using and evaluating peer-monitoring feeds within and outside the
security team. With an “extremely competent” ranking, respondents suggest their
organizations are using the specific “business” context to enrich reporting in threat
feeds. Facilitate regularly communicate peer-monitoring to the business and IT
organizations, with the overall process continually of reviewing and improving. (12-36
months)

Resilience Readiness / Cyber-Incident Recovery Extreme: Ensure organizations,
both public and private with critical infrastructures and key resources have integrated
cybersecurity recovery plan into Business Continuity and Disaster Recovery
strategies, with the plan updated based on environmental changes. (6-60 months)

Creation of Emergency Support Function 17 Cyber Security: In the event of a
significant cybersecurity incident, ESF 17 would provide a centralized entity for
responding to a cyber-incident that affects the State of Georgia. ESF 17 provides a
means of defining, specifying, and maintaining the functions and resources
required to ensure timely and consistent actions, communications, and response
efforts. Additionally, ESF 17 ensures appropriate coordination and inclusion of
necessary state, federal and local agencies and private industry, In order to minimize
the impact of a cyber-security incident. Significant cybersecurity incidents may occur
independently or in conjunction with disaster emergency operations and
potentially could impact public health, safety, or critical infrastructure. (6-36 months)
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2.3 Protection Goal 1: Reduce risk to statewide infrastructure by adopting a
coordinated approach between cities, counties, and state government.

Critical infrastructure is the body of systems, networks and assets that are so essential
that their continued operation is required to ensure the security of our nation and state,
its economy, and the public’s health and safety. There are essential steps to identifying
and protecting critical infrastructure and key resources, which may include; conducting
risk assessments and prioritizing assets, understanding the interdependencies of key
infrastructure, analyzing cross-sector cascading effects, and coordinating with private and
public sectors to improve protection and resiliency. Threats to critical infrastructure should
be assessed in the context of natural, man-made, and technological events. Critical
infrastructure and key resources are physical and cyber-based systems that are essential
to the operations of the economy and government.

Risks should be determined based on those threats, including the likelihood of occurrence
and the impact these threats would have on the immediate infrastructure and on
interdependent systems and facilities. Critical infrastructure is not a distinct collection of
physical entities. Instead, it is an interconnected system of systems, each part relying on
and affecting the operations of other parts of the system, also known as a cascading
impact.

Failure of one part of the system will affect the system and create cascading effects
throughout. Disruption in any part of the cross-sector supply chain may have a direct
impact on the local, regional or state economic stability and the inability to provide vital
life-line services.

There are 16 critical infrastructure sectors whose assets, systems, and networks, whether
physical or virtual, are considered so vital to the United States that their incapacitation or
destruction would have a debilitating effect on security, national economic security,
national public health or safety, or any combination thereof. Presidential Policy Directive
21 identifies the 16 critical infrastructure sectors as:

1. Dam Sector: supplies basic water maintenance and controls water services in the
United States, including hydroelectric power, city and industrial water supplies,
agricultural water systems, silt and surge control, stream route for inland mass
transportation, modern waste administration, and recreation services.

2. Financial Services Sector: aims to protect our country's most vital source of
economic vitality.

3. Energy Services Sector: powers the U.S. economy of the 21st century. Without a
steady energy supply, the wellbeing and welfare of citizens are undermined, and
the U.S. economy cannot work.

4. Nuclear Reactors, Materials, and Waste Sector: includes the nuclear infrastructure

and power reactors that provide electricity to millions of Americans as well as the
medical isotopes used to treat cancer.
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5. Food and Agricultural Sector: nearly completely privately owned and is comprised
of an expected 2.1 million farms, 935,000 restaurants, and more than 200,000
enlisted food manufacturing, processing, and storage facilities. This division
represents approximately one-fifth of the country's economic activity.

6. Water and Wastewater Systems Sector: potable drinking water is essential for
ensuring the general wellbeing for all humankind. Treated wastewater is
indispensable for avoiding sickness. In this way, ensuring the supply of drinking
water and the administration of wastewater treatment is essential to our Nation's
economy.

7. Healthcare and Public Health Sector: ensures health and safety for all citizens.
The benefits from this sector are mostly private which requires a coordinated effort
and data sharing between the general population and private divisions.

8. Emergency Services Sector: a community of millions of highly-skilled, trained
emergency personnel, along with the physical and cybersecurity resources,
providing a wide range of preparedness and recovery services during both day-to-
day operations and incident response.

9. Transportation Systems Sector: transportation framework rapidly, securely, and
safely moves individuals and products through the nation and abroad.

10.Chemical Sector: an essential segment of the U.S. economy that produces,
stores, uses and transports potentially hazardous chemicals.

11.Communications Sector: a diverse, competitive, and interconnected industry
using terrestrial, satellite, and wireless transmission systems. A fundamental part
of the economy.

12.Information Technology Sector: key to the country's security, economy, and
general wellbeing as organizations, governments, the scholarly community, and
private residents are progressively reliant upon.

13.Defense Industrial Base Sector: the overall modern complex that empowers
innovative work and the upkeep of military weapons frameworks, subsystems, and
segments or parts, to meet U.S. military requirements.

14.Critical Manufacturing Sector:  vital to a thriving economy and includes
manufacturers of metals, machinery, automotive and transportation equipment
and electrical equipment producers.

15.Government Facilities Sector: incorporates a wide array of buildings that are
owned or rented by elected, state, neighborhood, and tribal governments.
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16.Commercial Facilities Sector: incorporates many different organizations that

attract individuals for shopping, business, entertainment, or hospitality, most of
which are privately owned.

Objectives Protection Goal 1:

1.

Develop a selection methodology for the identification and protection of critical
infrastructure and key resource facilities located within the State to ensure an
integrated system of resilient sectors. (6 months)

. Record existing and undocumented information related to critical infrastructure

security such as GPS locations, owner and current contact information, sector,
systems, networks, and functions in the Infrastructure Protection (IP) gateway. (6-
12 months)

Create, develop, and implement training requirements for critical infrastructure
assessment officers to ensure the assessments and analyses are being conducted
in a uniform and standard method throughout the State. (12 months)

Assess risks, threats and vulnerabilities at identified facilities. (18-60 months)

Develop and implement protective and resiliency programs for infrastructure
facilities. (24-36 months)

Improve education facilities safety by developing prevention and protection
programs. (12-60 months)

Coordinate cyber-security in the State among the government, public, and private
sectors to ensure information systems are protected and resilient to cyber threats
and to ensure incident response capabilities exist to rapidly contain and remediate
attacks. (36 months)
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2.4 Response Goal 1: Enhance the response to a disaster, attack, or event
through the development of multiagency response teams using the finite
resources of the government.

The spread of rapidly evolving and innovative technology, equipment, techniques, and
knowledge presents new and emerging dangers for homeland security in the years
ahead. Terrorists remain intent on acquiring weapons of mass destruction (WMD)
capabilities, and rogue nations and nonstate actors are aggressively working to develop,
acquire, and modernize WMD that they could use against the Homeland. Meanwhile,
biological and chemical materials and technologies with dual use capabilities are more
accessible throughout the global market. Due to the proliferation of such information and
technologies, rogue nations and non-state actors have more opportunities to develop,
acquire, and use WMD more than ever before. Georgia continues to strengthen and
integrate its detection and counter-measure capabilities to address this profound risk to
Georgia. Similarly, the proliferation of unmanned aircraft systems, artificial intelligence,
and biotechnology increase opportunities for threat actors to acquire and use these
capabilities against Georgia.

Following the September 11, 2001, attacks against the United States, Georgia expanded
and developed both State and local assets to respond to any future attacks focused on
Georgia. Efforts focused on explosive detection canine teams, explosive technicians,
search and rescue teams (SAR), law enforcement chemical, biological, nuclear,
radiological, and explosive teams (CBNRE), hazmat teams, and special weapons and
tactic teams (SWAT), all with a focus on a timely response to requests for assistance.
The locations and numbers of these assets was based on funding, geographic location,
and support from local governments. Overtime, the missions of each of these assets has
grown as the funding stream and local involvement has decreased. While still highly
effective, the time to reassess the staffing, equipping, training, and locations of these
assets is at hand.

Response Goal 1 Objectives:

1. Evaluate current team assignments, duties, training needs, equipment needs, and
response capabilities. (6-12 months)

2. Evaluate teams geographic location to determine if assets are positioned for the
most effective and robust response to an incident. (6-12 months)

3. Ensure the limited fund sources are being used effectively to provide for the most
effective and robust response to an incident. (1-60 months)

4. Using data from the evaluation process; determine if teams or equipment should
be remain as, expanded, consolidate, deactivated, or redeployed. (12 -36 months)

5. Evaluate and enhance unmanned aerial systems detection systems. (6-60
months)
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6. Evaluate and enhance state-wide voice and data communications network used
by public safety for response to manmade or natural events. (24-36 months)

2.5 Response Goal 2: Promote citizen preparedness through effective
preparedness planning, volunteer opportunities, and awareness
programs.

Research on preparedness shows people who believe themselves "prepared" for
disasters often are not as prepared as they think. Forty percent of survey respondents
did not have household plans, eighty percent had not conducted home evacuation drills,
and nearly sixty percent did not know their community's evacuation routes.

Nearly twenty percent of survey respondents reported having a disability that would affect
their capacity to respond to an emergency situation, but shockingly only one out of four
of them had made arrangements specific to their disability to help them respond safely in
the event of an emergency.

Our nation's emergency managers, firefighters, law enforcement officers, paramedics,
and other emergency responders do an incredible job of keeping us safe, but they cannot
do it alone. We must all embrace our individual responsibility to be prepared and in doing
so, we contribute to the safety and security of the nation as well.

Individuals must take seriously the responsibility of being prepared to survive for three
days on their own, to create evacuation and shelter plans for themselves and their
families, and to get out of harm’s way when necessary. Citizens must be engaged and
educated about what they should expect from their government during emergencies as
well as what the government expects from them in the form of advance preparation and
responsible action. Community safety and personal preparedness is vital to the overall
preparedness of Georgia, and its ability to withstand and recover from natural disasters,
man-made emergencies, economic downturns, and terrorist attacks.

Community Preparedness Principles
e Collaboration: Government must collaborate with community leaders from all sectors
for effective planning and capacity building.

e Integration: Non-governmental assets and resources must be fully integrated in
government plans, preparations, and disaster response.

¢ Personal/Organizational Preparedness: Everyone must be fully aware, trained, and
practiced on how to prevent, protect, mitigate, prepare for, and respond to all threats
and hazards.

e Volunteer Service: Citizen activism and volunteer service provides ongoing support
for community safety and critical surge capacity in response and recovery.
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Community Preparedness Model
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Response Goal 2 Objectives:

1. Assessment of needs and capabilities. State and local jurisdictions develop a

community awareness, training, and preparedness process for determining the
strengths and weaknesses of current emergency response planning; model
community asset inventory to identify the human and material resources available
or missing; guidelines for assigning response, recovery, and reconstruction
responsibilities; a model emergency response exercise guide; and recovery and
reconstruction planning guidelines, checklists, and model plans. The guide can
then use by business and industry, schools, hospitals, correctional facilities, and
neighborhood organizations. (6-60 months)

Training: Develop and enhance interdisciplinary, multijurisdictional training to
encourages mutual understanding and lay the foundation for cooperation in
emergencies. Educate the public on safety, help citizens take an active role in
protecting themselves from harm, and teach citizens what to do in the event of a
crisis. (12-36 months)

Improving coordination and communication. There is no substitute for pre-
disaster planning and practice. When a disaster strikes, it is essential that
government, business and industry, and volunteer groups have tested the plans
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and procedures that will guide them. Develop and enhance communications
programs for the coordination of preparedness training through the use of social
media, web based training programs, and in-person training. (3-36 months)

. Management of volunteers and donated resources. Recent major disasters
demonstrated both the importance of volunteer resources and the potential for
logistic nightmares. Spontaneous volunteers are invaluable in emergency
response. In the first hours after an earthquake, tornado, or wildfire, bystanders
make the majority of rescues, and volunteers and local citizens are often active in
cleaning up. Yet the convergence of people and goods on a disaster area presents
a challenge to emergency management officials — to use resources where they
are most needed while restricting those that would be in the way. Ensure
Response, recovery, and reconstruction plans incorporate systems for managing
donated resources and training for coordination of spontaneous volunteers.
Expand volunteer and donation management programs. (12-48 months)
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2.6 Recovery Goal 1: Strengthen infrastructure, structural, human, and
economic recovery capabilities.

Recovery begins with pre-disaster preparedness and includes a wide range of planning
activities. The ability of a community to accelerate the recovery process begins with its
efforts in pre-disaster preparedness, mitigation and recovery capacity building. These
efforts result in a resilient community with an improved ability to withstand, respond to
and recover from disasters. Timely decisions in response to disaster impacts can
significantly reduce recovery time and cost. A key element of the recovery process is that
the impacted community assumes the leadership in developing recovery priorities and
activities that are realistic, well-planned and clearly communicated. Recovery
encompasses more than the restoration of a community’s physical structures to its pre-
disaster conditions. Of equal importance is providing a continuum of care to meet the
needs of the affected community members who have experienced the hardships of
financial, emotional or physical impacts as well as positioning the community to meet the
needs of the future.

The recovery process is best described as a sequence of interdependent and often
concurrent activities that progressively advance a community toward a successful
recovery. However, decisions made and priorities set early in the recovery process by a
community will have a cascading effect on the nature and speed of the recovery progress.

Recovery Goal 1 Objectives

1. Pre-Disaster Recovery Planning: The speed and success of recovery can be
greatly enhanced by establishment of the process and protocols prior to a disaster
for coordinated post-disaster recovery planning and implementation. All
stakeholders should be involved to ensure a coordinated and comprehensive
planning process, and develop relationships that increase post-disaster
collaboration and unified decision making. Development and enhancement of
plans to identify State, locally-generated tools and resources, pre-disaster, that will
serve to support and sustain disaster mitigation and recovery efforts. (3-18
months)

2. Partnerships and Inclusiveness: Partnerships and collaboration across groups,
sectors and governments promote a successful recovery process. Partnerships
and inclusiveness are vital for ensuring that all voices are heard from all parties
involved in disaster recovery and that all available resources are brought to the
table. This is especially critical at the community level where nongovernmental
partners in the private and nonprofit sectors play a critical role in meeting local
needs. Inclusiveness in the recovery process includes individuals with disabilities
and others with access and functional needs, advocates of children, seniors and
members of underserved populations. Sensitivity and respect for social and
cultural diversity must be maintained at all times. Develop and enhance
community partnerships and collaboration groups to ensure a recovery efforts are
achieved in a timely manner. (12-48 months)
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3. Resilience and Sustainability: A successful recovery process promotes
practices that minimize the community’s risk to all hazards and strengthens its
ability to withstand and recover from future disasters, which constitutes a
community’s resiliency. A successful recovery process engages in a rigorous
assessment and understanding of risks and vulnerabilities that might endanger the
community or pose additional recovery challenges. Resilience incorporates hazard
mitigation and land use planning strategies; critical infrastructure, environmental
and cultural resource protection; and sustainability practices to reconstruct the built
environment, and revitalize the economic, social and natural environments.
Develop and promote the implementation of the National Infrastructure Protection
Plan (NIPP) risk management framework to enhance the resilience and protection
of critical infrastructure against the effects of future disasters. (12-60 months)
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3.0 Plan Maintenance and Revision

3.1 Evaluation

GEMA/HS conducts all exercises within the structure provided by the Homeland Security
Exercise Evaluation Program (HSEEP). ESFs will participate in all exercise activities
when applicable and will follow the HSEEP process to include active participation in
planning and evaluation meetings, workshops, and conferences.

GEMA/HS systematically coordinates and conducts event debriefings and compiles After
Action Reports for any incident that calls for the activation of all or any portion of the
GEOP. Necessary ESFs shall participate in this process when applicable. After Action
Reports will document areas for improvement, resource shortfalls, and corrective action
planning requirements which will be incorporated into subsequent updates to the GEOP,
Annexes, or ESF SOGs, when applicable.

3.2 Maintenance and Revision

GEMA/HS is the agency responsible for publishing the GEMA/HS Plans Standardization
and Maintenance Policy. The Deputy Director of Homeland Security oversees the update
and maintenance of the 2022-2027 Strategic Plan as directed by the Board of Homeland
Security. Appropriate officials in state agencies should recommend changes at any time
and provide information periodically as to changes of personnel and available resources.

A full review and rewrite of the Board of Homeland Security 2022 to 2027 Strategic Plan
will be conducted five years after being published or as otherwise determined by the
Board.

22



	Board of Homeland Security Meeting Minutes 10.6.21.pdf
	Board of Homeland Security Meeting Agenda 10.6.21.pdf
	Board of Homeland Security Presentation 10.6.21.pdf
	Board of Homeland Security Strategic Plan 10.6.21.pdf
	BoHS Strategic Plan Final Draft 09-27-2021.pdf
	Executive Summary
	Record of Change

	Record of Distribution
	1.0 Introduction
	1.1 Purpose
	1.2 Authority
	1.3 Mission Areas
	1.4 General Definitions and Acronyms

	2.0 Prevention Goals and Objectives
	2.1 Prevention Goal 1:  Strengthen intelligence and information sharing system for the detection of threats impacting the state of Georgia.
	Objectives Prevention Goal 1:
	2.2 Prevention Goal 2: Increase use of technology and cyber-security programs to create a more resilient state.
	Objectives Prevention Goal 2:
	2.3 Protection Goal 1: Reduce risk to statewide infrastructure by adopting a coordinated approach between cities, counties, and state government.
	Objectives Protection Goal 1:
	2.4 Response Goal 1:  Enhance the response to a disaster, attack, or event through the development of multiagency response teams using the finite resources of the government.
	Response Goal 1 Objectives:
	2.5 Response Goal 2:  Promote citizen preparedness through effective preparedness planning, volunteer opportunities, and awareness programs.
	Response Goal 2 Objectives:
	2.6 Recovery Goal 1: Strengthen infrastructure, structural, human, and economic recovery capabilities.
	Recovery Goal 1 Objectives

	3.0 Plan Maintenance and Revision
	3.1 Evaluation
	3.2 Maintenance and Revision


	0564_001.pdf




